MporpammHoe peweHue Ideco UTM
CpaBHeHUe peaaKkuui

CucremMHble TpeboBaHUA K 060pyAO0BaHUIO PCTIK

MnaTtdopma O6gaszatenbHa nogaepxka UEFI

Intel Pentium G/i3/i5/i7/Xeon E3/Xeon E5

Mpoueccop ¢ nogaepxkon SSE 4.2

OnepaTtnBHasa namsaTb * 8 I'6 (16 '6 npm konu4yecTBe nonb3oartenen bonee 75)

YKectkuin guck unm SSD, o6bemom 64 6 nnmn onblue, ¢
nHtepgencom SATA, mSATA, SAS, NVMe nnu
Hakonutenb coBmecTUMbIN annapaTHbin RAID.
[ononHUTEenbHbIN XXeCTKNA anck unm SSD npu
NCNonb30BaHMM NOYTOBOrO CepBepa.

[Be ceTeBble KapThbl (Mnn gBa ceTeblx nopta) 100/1000
CeTtb Mbps. PekomeHayeTca ucnonb3oBaTtb KapThl Ha Ynnax Intel,
Broadcom. MNopaepxusatotcs Realtek, D-Link n ap.

r VMware, Microsoft Hyper-V (2-ro nokone-Hus), VirtualBox,
nnepsun3opbl KVM, Citrix XenServer

JononHutensHo MoHuTOp 1 KNaBuatypa

Ob6s3aTtenbHa nogaepxka UEFI. He nogaepxmBatotcs
nporpaMmmHble RAID-KOHTpoOnnepbl (MHTErpupoBaHHbIE B
3amevaHus yuncer). nsa BUpTyanbHbIX MawWnH He06XoaAMMO
MCNomnb30BaTb (PUKCUPOBAHHBIN, @ HE AMHAMWYECKUI pasmep
XKEeCTKOro aucka.

*TpebosaHuUA cUMbHO 8APbUPYHOMCA 8 38UCUMOCMU OM ceme8soli Haz2py3KU U UCMOb3yeMbiX CePBUCO8, MAKUX KAK KOHMeHM-Has
punbmMpayua, aGHMUBUPYCHI U cucmema npedomepaweHua 8mopiceHul.

Jna ycmaHoeku u pabomel Ideco UTM He mpebyemcsa npedycmaHosneHHas OC u onosaHumesnsHoe npoepammuoe obecneye-Hue. Ideco UTM
ycmaHasausaemcs Ha ebidesneHHbll cepsep ¢ 3a2py3o04Ho20 CD uau USB-flash, npu amom aesmomamuyecku coz0aemcs gpalinosas cucmema u
ycmaHaenuearomca ece He0bxo0uUMble KOMMIOHEHMbI.

Jna nodknoveHus K cepsepy ycmpolicme nosnszoeamesneli 00cmamo4Ho cmaHOapmHeix npoepamm OC Windows, Linux uau Mac OS X. Takxce
noddepxusaromcs NooKAYeHUs MobunbHeix ycmpolicms Ha Android, iOS u dp. OC.

OCTIK

MexxceTeBoW akpaH v v
Web Application Firewall v -
CwnctemMa npegoTBpaLLeHns BTOPXKEHUN v* v*
KoHTpOmb NpunoxeHun v* v*
KOHTEeHT-punbTp v* v*
AHTUBMpYC ClamAV v -
AHTMBUPYC Kacnepckoro ONuUMOHaNbHO -
UHTerpauusa ¢ Active Directory/LDAP v v
OGpaTHbI npokcun (Reverse proxy) v
ABTOpM3aUMsa Yepes NporpaMmmy-areHT v -
Mogaynb KOHTpOMA 1 ydyeTa gocTyna v v
CraTtuctumka no nocelaemblM pecypcam v v
VPN-cepBep: L2TP/IPsec, IKEv2/IPsec, SSTP, PPTP v v
VPN-areHT WireGuard v -
KoHTponb nonocel NponyckaHus v v
DNS, DHCP, NTP-cepBep v



®CTIK

My6nukaums Bed-pecypcoB (0OpaTHbIA NPOKCH) v v
Cucrtema pe3epBHOro KOnMpoBaHMUs v v
Cwnctema MoHuTOpUHra cetu. 'padmkn 3arpy>keHHOCTU v v
ABTOMaTn4eckoe obHOBNEHME v v
TexHnyeckas noggepxka v * v *
MouToBLIN cepBep/penen v v
dunbTpaumsa no cepbiM cnmckam (greylisting) v v
®unbTtpaumsa cnama no DNSBL (DNS blacklist) v

Kaspersky Anti-Spam OMLMOHANbHO -

* [Nocne oKoHYaHUA NOONUCKU Ha 06HoB/1eHUS 8ce MOOYsuU, Kpome 8xo0sawiux e Security Update (KoHmpone npunoxcerud, lMpedomepaweHue
emopxceHul, Kamea2opuu pacwupeHHo20 KOHMeHmM-guabmpa) npodonaxcarom pabomy 8 06bIYHOM pexcume.



